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Develop methods for addressing the big-data 
aspects of combat identification (CID) by pushing 
some of the processing "to the edge" or nearer to 
the warfighter.  Reduce data volume of 
uninteresting data by excluding routine or 
predictable CID data and noting anomalous data.  
Determine methods to do this quickly using 
modern “big-data” methods of distributed 
processing.  
The multi-plartorm data integration problem
Big Data Strategy Plan for 
Combat ID
Estimating anomalousness
We wrote programs to assess the anomalousness of both individual 
aircraft records and tracks of aircraft.  We computed nine measures 
of anomalousness and took a weighted average of them for each 
aircraft record.  The measures included atypicality of counts and 
deviations in velocity and speed from expected values for latitude-
longitude bins, as well as rarity of the aircraft type, the aircraft 
operator, the straightness of its track over the earth’s surface, and 
the average rate of altitude change.
Future Directions
• Transition to the Navy data reported by aircraft.
• Find “aggregate anomalies”, patterns of sets of 
aircraft that are anomalous as a whole.
• Plan methods for sharing anomalousness data 
between neighboring aircraft without requiring 
use of a centralized data store.
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Distribution of the anomalousness metric 
for 9 attributes and 104 million aircraft 
records
Data Studied
We used the  unclassified ADS-B data for a first test 
of our methods.  It comes from satellite tracking of 
most of the world’s aircraft, giving positions of 
aircraft every second.  Experiments with a sample of 
107 million aircraft records from 12 days, one per 
month, for a year identified many interesting 
anomalies that would be good to report in a Navy 
context.  Some data is missing and some data is 
obviously incorrect, providing a realistic test of 
sensor data.Observed aircraft speed versus altitude
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